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Policies and Practices

Quad9’s domain blocking policy blocks malicious domains associated with phishing, malware,
stalker ware, and command & control botnets. Our threat intelligence data comes from trusted
cybersecurity partners, not arbitrary corporations or governments. Our policy has been to block
malicious domains and not moderate content disputes.

Before the recent ruling, Quad9 blocked the requested domains within our German locations for
German citizens, as determined by the MaxMind IP database.

Outcomes

Based on the recommendations of counsel, we now block these domains globally to comply
with the Leipzig District Court Decision on March 1, 2023 to avoid both criminal and monetary
penalties. For more information, please look up the domains referenced below on our block
page, and you can get more information on the source of these blocks.

The following domains are now blocked globally across Quad9’s network.

canna[.]to
www[.]canna[.]to
uu[.]canna[.]to
www[.]uu.canna[.]to
canna-power[.]to
www[.]canna-power[.]to
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